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MCA-2 Year Course- 4th Semester w.e.f. 2020-21

(Only Re-appear) Examination, N ovember-2023
CYBER SECURITY & BLOCKCHAIN TECHNOLOGY (i)

Paper -21MCA24DA1

Time allowed : 3 hours] [Maximum marks : 80

| Note : Attempt five questions in all. Question no. 1 is
) compulsory. In addition to compulsory question,
attempt four more q_ues}ions selecting one question
from each unit. . .
Compul;n'ry Questinn
1. (@) - How does vulnerability scanning work?
(ii) .What are snifférs? | |
(iii) What does a packet filter do?

Gv) What is web application security?

) | HoW_ to exploit attack vectors?

(vi) * What is phishing? Discuss the mitigation
strategy of it. -

(vi))  Discuss working of smart contract.
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~(viii) How asidechain is creafed in blockchain?
Unit-I |
2 (a) | Who ére cyber crirﬁinals? Explain diffgrent
| "categories of rcyber cnmmals |
(b) ' What 1s network sﬂiffe_r? How does a sniffer-
work? How does a packet sniffer can be
detected? Discuss the packet sniffer mitigaﬁon.
3. (@ Whatis banpér grabbiﬁg? Discuss different
- types of it. How banner grabb-i.ng'can be
pfevented? |
) - Coinpa.r'e;‘vari'ous pért and service tools with
cach other with their functioning.
- h Unit-iI' |
4. (@)  Explainthe main techniques héckgrs can use to
| gethold of password. - -
(b) Whaf is portj fofv&ardiﬁg? Why is it ixnportént?
Discuss various types of poﬁ forwax;ding,
What is VPN? How does VPN work? Discuss

the benefits of 3 VPN connection.
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(b)

(b)

8. (a)

(b)

s (a)

(b)
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Bxplain about password eracking mechanism

and tools used for it,

Unit-I11
What is DoS? How it occurs? Discuss the
prevention methods for DoS.

What is steganography? Discuss various

techniques of steganography.

What is keyloggers? Explain its different types

with their advantages and disadvantages.

What is destruction of data? Explain three major
method to destroy the data.

Unit-IV
What is the purpose of digital signature? Explain
Memory hard algorithm in brief.
What is. Ethereum?' How it is constructed?
Discuss. | ]
How optimization can be achieved using Merkle
Patricia Tree? Discuss.

Discuss the use of blockchain in IoT,



